510 B 1 ) W 4% 515 B2 AR Vol.10 No.1
2024 42 H Chinese Journal of Network and Information Security February 2024

ETREFINEKMT LB RERRS

Zig!, Hhas!, LERY BRF!
. RERFEMEE 2%, LI Ma 211189; 2. LA ARER (FMEERKYE—WEER), L7 M 210029)

OE. REk, BN R MR, RS B A O SRR A S O . R T
PG BEAR R ERR MR & Z L8, NT HRlE s, FOEESET S Mg e EniEE
W, NI B RTINS R . AT R, TEEBNRIFEAR R ANReY R IIGEE
BT RLEEMY R %A R R R B R Z 200, 5F B UME Bie e et E e . f£4
RS, R &I R AR R I B A AR IE R, ARG G I8 A 7 VA T B0l [RIR,  ZREK
HHE R T AL . — SR E B R . X T MBI HERALEAT TR, 21
BTG Z AR I EE AT, BT ERE X J AR R . R BT B A R B Z B
e, NO T AR BENLE . B — I T L SR RS S (S B T 2R, STEL AT S e A s
BT . FHECT Slepian-Wolf (% 5 A AL IGID LI 5, AT 7 44 LUARF A — 3R B 30% 245 -
KR BBOMRE; HBYmIS%Es; Slepian-Wolf Zihd; 1M

FESHES: TP309

NERtRERL: A

DOL: 10.11959/j.issn.2096—109x.2024012

Wireless key generation system for internet of vehicles
based on deep learning

WANG Han', CHEN Liquanl, WANG Zhongminz, LU Tianyul

1. School of Cyber Science and Engineering, Southeast University, Nanjing 211189, China
2. Jiangsu Province Hospital (The First Affiliated Hospital of Nanjing Medical University), Nanjing 210029, China

Abstract: In recent years, the widespread application of internet of vehicles technology has garnered attention due
to its complex nature and point-to-point communication characteristics. Critical and sensitive vehicle information is
transmitted between different devices in internet of vehicles, necessitating the establishment of secure and reliable
lightweight keys for encryption and decryption purposes in order to ensure communication security. Traditional key

generation schemes have limitations in terms of flexibility and expandability within the vehicle network. A popular

WsBHEA: 2023-05-30; fEEIAHR: 2023-10-08

BIE1EE: BRr4s, Lqchen@seu.edu.cn

HEWH: FEZEELHTR (2020YFE0200600)

Foundation Item: The National Key R&D Program of China (2020YFE0200600)

IR i, BRore, FRER, & ETHRESINERM GRS HERRF]. M55 24540k, 2024, 10(1):
102-111.

Citation Format: WANG H, CHEN L Q, WANG Z M, et al. Wireless key generation system for internet of vehicles based on
deep learning[J]. Chinese Journal of Network and Information Security, 2024, 10(1): 102-111.



ERg

VRS ST IRE Y R SR E YRR S <103 -

alternative is the physical layer key generation technology based on wireless channels, which offers lightweight

characteristics and a theoretical basis of security in information theory. However, in the context of internet of vehi-

cles, the movement speed of devices impacts the autocorrelation of generated keys, requiring improvements to tradi-

tional channel modeling methods. Additionally, the randomness and consistency of generated wireless keys are of

higher importance in applications in internet of vehicles. This research focused on a key generation system based on

the wireless physical layer, conducting channel modeling based on line-of-sight and multipath fading effects to re-

flect the impact of vehicle speed on autocorrelation. To enhance the randomness of key generation, a differential

quantization method based on cumulative distribution function was proposed. Furthermore, an information reconcil-

iation scheme based on neural network auto-encoder was introduced to achieve a dynamic balance between reliabil-

ity and confidentiality. Compared to the implementation of Slepian-Wolf low-density parity-check codes, the pro-

posed method reduces the bit disagreement rate by approximately 30%.

Keywords: cumulative distribution function, autoencoder, Slepian-Wolf coding, internet of vehicles
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Figure 8 Performance balance of different auto-encoders
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Figure 9 Relationship between BDR and number of training epochs
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